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Virtual CISO and cybersecurity consulting services leader with over 33 years of global experience. Expert in performing security 

assessments, developing, delivering and managing cyber, cloud, GRC and third-party risk management (TPRM) solution 

portfolios to multiple industry verticals including financial services, healthcare, manufacturing, government, public and private 

companies. 

 

SKILLS & OTHER 
____________________________________________________________________________________________________ 
Standards, Frameworks and Methodologies: ISO 27001, NIST CSF, CCM, NIST 800-53, SABSA, PCI DSS, HIPAA, ISM, Essential 

Eight, SMB1001, GDPR, APPs, FedRAMP, CMMC, APRA CPS 234, PSPF, OWASP, STRIDE. 

Technologies: AWS, Terraform, Vulnerability Scanners, SSE/SASE, Zero Trust, Anti-Phishing, IAM, PKI, Firewalls, VPNs, WiFi 

Security, Network and EndPoint DLP, SIEM, IDS/IPS, SSL/TLS, AES, GRC, AI security and OT risk & asset management platforms. 

Consulting and Advisory Engagements: virtual/fractional CISO services, AI & cloud security consulting, GRC & TPRM program 

management, secure network/cloud infrastructure design, enterprise architecture assessments. 

 
WORK EXPERIENCE 
_______________________________________________________________________________________________________________ 
 

Principal Consultant                                                                                                                              Sep 2024 - current 

CyberEthos, Brisbane, AUS 

● Freelance consultant providing GRC and vCISO advisory services including policy reviews, cyber tabletop exercises, ISO 

27001 and Essential 8 readiness assessments and general business development. 

 

Principal Consultant                                                                                                                              Jul 2024 - current 

WhiteRookCyber, Brisbane, AUS 

● Freelance consultant providing GRC and vCISO advisory services including policy reviews, cyber tabletop exercises, ISO 

27001 and Essential 8 readiness assessments and general business development. 

 

Cybersecurity Practice Director                                                                                                          Mar 2024 - current 

vCISO.one, Brisbane, AUS 

● Delivery of vCISO services including cybersecurity gap assessments (e.g. ISO 27001, Essential Eight, etc.). 

● Enterprise security architecture assessments, threat modeling and design advisory to ensure alignment with business 

and relevant compliance requirements; program management of 3rd party, cloud and cyber risk remediation strategies. 

 

Senior Cybersecurity Specialist 2021 – 2024 

ProcessUnity, Inc., Boston, USA 

● As the resident cybersecurity SME, provided cybersecurity expertise and advice to the Product Strategy division, with a 

specific focus on development of the Cybersecurity Program Management and AI Policy Evaluator service offerings. 

● Performed risk assessments, developed and managed subsequent third party, cloud and cybersecurity risk mitigation 

programs for customers, utilizing the ProcessUnity platform as the risk management tool. 

● Delivered multiple presentations, webinars, expert panels and publications at trade shows and conferences across the 

USA, fueling increased market awareness and driving substantial business growth for ProcessUnity (see 

https://andrewegoroff.com). 

 

Cybersecurity Director 2019 – 2021 

Allgress, Inc., Livermore, USA 

● Established Allgress’ cybersecurity practice and managed a team of Solution Architects and Technical Consultants 

integrating the Allgress platform into AWS customer cloud environments. Delivered AWS cloud migration and 

cybersecurity risk mitigation strategies and activities following AWS Well-Architected best practices. 

● Delivery of M&A due diligence enterprise security assessments and threat modeling, incorporating custom APIs with 

external data sources (3rd party vendor risk profiling and vulnerability scanning tools). 

https://andrewegoroff.com/
https://www.linkedin.com/in/andrew-egoroff/
https://andrewegoroff.com/


● Provided pre- and post- sales support and cybersecurity consulting services; responded to RFPs; produced SOWs and 

built out customer-specific service offerings via virtual CISO advisory engagements. 

 

Principal Consultant – Cybersecurity 2016 – 2019 

Dimension Data (Americas), Raleigh, USA 

● Primarily responsible for development and delivery of virtual CISO service offering, including SABSA and IT/OT 

enterprise security architecture & M&A due-diligence reviews and threat modeling; cloud threat/risk, PCI, ISO 27001 and 

HIPAA readiness assessments, development and management of remediation and cyber risk management programs. 

● Provision of pre/post-sales support for delivery of client engagements for the cybersecurity and networking consulting 

business in the SW USA region (CA, UT, AZ, NM and CO). 

 

Independent cybersecurity consultant 

Australia and UK (details available on request or on https://andrewegoroff.com)                                            1992 – 2016 

 
As a freelance consultant, delivered a wide variety of cybersecurity enterprise architect, consulting and technical 
project/program management engagements for global financial services, media, healthcare, telecoms and transport 
organizations and government entities in Australia and UK. 
 

● Enterprise Security Architect - Department of Housing and Public Works, Brisbane, AUS…………………8 mths 

● Security Program Manager - Public Safety Business Agency, Brisbane, AUS……………………………………….5 mths 

● IT Security Consultant - Department of Housing and Public Works, Brisbane, AUS…………………………..11 mths 

● Security Program Manager - Bank of Queensland, Brisbane, AUS………………………………………………………….7 mths 

● Senior Network Architect - Virgin Australia, Brisbane, AUS……………………………………………………………...1 yr 3 mths 

● Senior Project Manager - Brisbane City Council, Brisbane, AUS……………………………………………………………10 mths 

● Technical Project Manager - Dimension Data (Australia), Brisbane, AUS……………………………………….1 yr 8 mths 

● Technical Security Consultant - British Sky Broadcasting, London, UK…………………………………..………1 yr 2 mths 

● Global Technical Architect - Deutsche Bank, London, UK………………………………………………………………………...7 mths 

● Network & Security Services Manager - Santander Global Banking & Markets, London, UK…….5 yrs 5 mths 

● Lead Auditor – Sumitomo-Mitsui Bank, London, UK…………………………………………………………………………………….…1 yr 

● Network Architect – Reuters, London, UK………………………………………………………………………………………………………..1 yr 

● Security Solutions Manager – Cable & Wireless, London, UK……………………………………… ………………….1 yr 2 mths 

● Network Team Leader – Queensland Health, Brisbane, AUS……………………………………………………………1 yr 6 mths 

● Risk Analyst – Queensland Department of Emergency Services, Brisbane, AUS……………………………….…6 mths   

EDUCATION 
______________________________________________________________________________________________________________ 
Queensland University of Technology, AUS                               Griffith University, AUS   

Graduate Diploma in Computing Science                                               Bachelor of Science 

 

CERTIFICATIONS 

________________________________________________________ 

AWS Certified Cloud Practitioner 

AWS Well-Architected Foundations 

Essential Eight Assessment Course 

Associate C|CISO 

CISSP (#25683) 

CCSP (#25683) 

CCSK 

CISM 

PROFESSIONAL MEMBERSHIPS 
________________________________________________________
Australian Information Security Association (AISA) 

International Information System Security 
Certification Consortium (ISC2) 

Information Systems Audit and Control Association 
(ISACA) 

 

 

CRISC 

Prince 2 Foundation Certification 

ITIL Foundation Certification 
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